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Abstract 
In this paper are described the aspects regarding the security within OGSA framework, introducing WS-Security standard –
OASIS standard for Web Services security. There are approached the security aspects of the OGSA environment for the 
delivered architectures P2P – ‘Peer-to-Peer’ and there are presented the recent initiatives for creating a specific and adapted 
environment OGSA for the applications P2P and the specific security demands of these transactions. Furthermore, there are 
exposed aspects regarding the mobility of services and resources in the P2P context, with the conditions of applying WSRF 
framework, derived from OGSA to the P2P environments, SOA processes in P2P environments and the specific relations created, 
OGSA-P2P and WSRFP2P. 
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1. Introduction 
The platform of Grid open architecture oriented services– OGSA was created from the common vision of Globus 
and IBM to converge Web Services technologies with Grid computational technologies. OGSA adopts the services 
oriented architecture (SOA) to expose the Grid functionalities as collections of software elements oriented for 
services. OGSA provides a set of extensible services which virtual organizations can aggregate in various ways, 
offering a holistic vision on Grid technologies and incorporating the open standards benefits (including W3C). The 
authors of OGSA architecture mention the fact that the vision was that of transforming the Grid in a “extensible set 
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of Grid services that can be aggregated in various ways for responding the necessities of every VO, which in turn 
can be partially defined through the services that they operate and share” [RHTK06]. 
OGSA abstracts all resources as Grid Services, that can be computers, software, data, etc., so that OGSA services 
are adopted to represent the computational and storage resources, networks, programs, data bases, etc. . Grid 
Services are expanding the Web Services through adding some elements that are frequently demanded by the 
distributed applications. Grid Services are characterized by the “status”, more precisely they are services with status, 
unlike Web Services that are not characterized by the “status”, and more precisely they are services without status. 
OGSA added the concept of “status” for Web Services to allow control of the service from the distance during its 
lifetime. 
A Grid Service therefore represents a Web Service that offers a set of well-defined interfaces projected for a 
series of basic functions (discovering services, dynamic creation of services, lifespan administration, notification 
and administration capacity) and it follows a series of specific conventions that are addressing to naming the 
services and their upgrade. 
2.  Passing from OGSI specification to WSRF  
From the platform of architecture OGSA resulted, so far, two sets of specifications: OGSI and WSRF. In the first 
two years from the conceiving the OGSA platform, the first set of specifications defined the open infrastructure for 
Web Services through OGSI standard (Open Grid Services Infrastructure), which extended the Web Services to 
create Grid Services and it defined the necessary extensions for WSDL in order to represent and make possible Web 
Services characterized through status. 
OGSI specification has modeled the resources that are characterized through status as Web Services which 
supports ‘GridService portType’ as an extension of ‘WSDL portType’. OGSI defines a component-model using 
WSDL in the extended form and definitions of XML schemes. OGSI was, first of all, addressed for creating, 
addressing, investigating and administrating the lifetime of Grid Services characterized through status, additionally 
defining mechanisms for the asynchronous notifications of status change. 
 
Figure 1. OGSA architecture: the OGSI level assures the infrastructure for OGSA services exposure 
OGSI approach was disapproved by the Web Services community for several reasons, but, firstly, because the 
new Grid Services were not in conformity with the Web Services standards. OGSI used techniques that were outside 
the purpose of the current Web Services standards and tools, and, furthermore, it duplicates parallel developments 
within the Web Services community. Therefore OGSI was afterwards replaced by a new specification named WSFR 
(Web Services Resource Framework) integrated in Globus Toolkit that is addressing to those aspects that initially 
conducted to criticism from the Web Services community. 
WSFR platform solved identity problems by subdividing the OGSI specification in six distinct domains and by 
conforming to current standards. The initial specifications were named “the instable specifications of Grid 
Computing technology known by the name of OGSI, which were afterwards redesigned as WSRRF” [RIPA05b]. 
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2.1 OGSA architecture 
OGSA uses WSDL for describing Grid Services. OGSI specification provided standard interference that allows 
services to function based on OGSA, while OGSA created the foundation for these specifications. On the first level, 
Web Service frame allows that XML messages to be sent between the distributed processes. At the next level, 
OGSA infrastructure is built on top of Web services in order to make possible the behavior characterized through 
status, necessary for a Grid service that, initially was introduced by OGSI, but, afterwards was specified by WSFR. 
The three middle levels of architecture are passing through a process of standardization. Globus services do not 
significantly modify if they are built on OGSI or WSFR base, but, their external representation is modified. The 
most advanced services are built on the basis of these basic services for exposing increased functionalities. At the 
top level of architecture lies the service of specific domain: these specific services can be dedicated to solving one 
particular problem, or they can represent some common functionality for a subset of the application domains 
[RIPA05a].  
OGSA proposes several new portTypes WSDL that can be used for accessing additional functionalities that were 
implemented by the OGSI specification through a number of WSDL extensions wearing a series of functionalities 
(Grid Service Description & Interfaces, Service Data, Naming & Name Resolution, Service Life Cycle, Fault Type, 
Service Groups). 
2.2 WSRF vs. OGSI 
On January 20, 2004 Working Group consists of Akamai, Globus Alliance, HP, IBM and Sonic Software 
announced new specifications for Web service that integrates Grid and Web services standards [RITL06] OGSI 
architecture redesigning and reorganizing the infrastructure is proposed: (i) Web Services Resource Framework 
(WSRF) and (ii) Web Services Notification (WS-Notification). The four main issues raised by the old OGSI 
specification [RIPA05b] subsequently resolved WSRF specifications are as follows: 
x "too much in one specification": OGSI specification has defined a number of areas of functionality in a single 
specification. Subsequently, the WSRF specifications have been divided into a set of five specifications which, 
together with the specification WSNotification formed a set of specifications which covers six different areas; 
x "Incompatibility with Web Services and XML Tooling"; 
x "too much object-oriented": In OGSI, a Grid service is a Web service that encapsulates the state of resources - 
states are coupled services and resources - while WSRF resource availability status and state are separate, 
decoupled; 
x "based on WSDL 2.0": OGSI specification was based promised WSDL 2.0 specification, which caused 
compatibility problems with existing Web services tools. New WSRF specifications are fully compliant with 
WSDL 1.0.  
3. OGSA security. WS Security as OASIS Standard 
OASIS specification for Web Services security has been approved as OASIS Standard [TSWH05]. The road to 
building security standard for Web Services was initiated by IBM and Microsoft in 2002, and the specification was 
submitted to OASIS for further developments in June 2002. Other security-related specifications published by the 
Consortium WWW (World Wide Web) and the Liberty Alliance to ensure interoperability. Efforts were headed in 
the same direction and organization for standards WS-I (Web Services Interoperability) for publishing a guide for 
implementing security standards to ensure interoperability and to incorporate the WS-Security standard "profile" 
Security WS-I [RTOR07]. 
Once the WS-Security specifications have been ratified as an industry standard and published, it became possible 
to incorporate support for these specifications in commercial products and security software. This paved the way for 
widespread use of Web Services protocols in commercial applications. WS-Security was designed to be used in a 
wide range of security products like XML firewall's products based on Web Services management and network 
security products. 
When WS-Security standard is implemented for commercial Web applications, these applications must be able to 
share information on network access, for example, authentication data of a person's identity when connecting to 
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multiple networks simultaneously or send data between two applications in a secure way, or to share information 
and access privileges between applications. This factor stimulated the adoption of Web services transactions 
between partners using the Internet to share corporate data. Commercial companies are generally reluctant to a 
complete migration of applications to new Web Services standards without implementation of sustainable and 
interoperable security systems; based on accepted industry standards WS-Security and SAML (Security Assertion 
Markup Language), companies are able to securely implement WS technologies and expose Web services. 
 
3.1   Web Services security 
 
Web services security specifications (WS-Security) addresses the following issues: 
• web services security policies; 
• standard formats for the exchange of security tokens; 
• standard methods of Authentication and establishing security contexts and relationships of trust; 
• mechanisms and procedures for translation / correlation / mapping the information and confidence of users in 
different domains, which are provided Authentication and Authorization information provided by the suppliers of 
resources or services in other domains; 
• standard mechanisms for specifying and managing access policies (Access Policies). 
All these specifications can be exploited to implement standard methods, interoperable, in the Grid Security 
infrastructures. Delegation mechanisms are defined to support interactions between users and resources at the 
Virtual Organization level (VO) using the SAML standard and possible extensions of this standard created to 
delegation [WANG05]. In any case, to be applied in a real scenario, the specifications usually require some 
extensions to address and meet the requirements of each project and each individual security implementations in 
hand. 
4.   Environmental security issues OGSA for P2P architectures 
Recent initiatives to create an environment OGSA for P2P applications consider the particular requirements 
posed by the specific properties of P2P networks, as compared to traditional server-based Grid, and the differences 
between Grid computing systems and P2P systems. There were identified a series of issues that demonstrate 
significant and therefore the new set of requirements for environmental integration OGSA addresses each of these 
areas, including security aspects. 
The new recommendations for OGSA architecture according to P2P application requirements have been 
published by research group GGF OGSAP2P [TSWH05], in order to support P2P community in an effort to 
determine how Grid computing protocols focused on Web services and OGSA architecture platform can be used to 
create P2P applications, and how P2P applications can be integrated in a more traditional environment such as 
computational Grid HPC. This research initiative came as a result of the growing interest of increased P2P 
technologies and Grid community understanding of the need to approach the OGSA standard and in relation to P2P 
paradigm. 
The arguments which sustain the idea of creating a synergy between P2P systems and Grind Computing refer to 
both implied aspects – the one of applications and the one of technologies. 
• the P2P applications access “Peer” resources which are considered important resources for Grid Computing 
infrastructures; 
• the P2P technologies can sustain the creation of certain complex Grid systems, of great length and high 
performance.  
On the other hand, there are some areas that show significant differences between the two system types, because 
of the fact that P2P systems presents very different proprieties compared to the traditional Grid systems which are 
based on servers. In consequence it is necessary that the P2P applications to have different capabilities in this 
infrastructure. 
The new set of OGSA requirements take in account the following general domains in which Grid and P2P 
technologies differ significantly, which leads to certain particularities for the P2P systems. 
• scalability; 
• connectivity; 
• dynamical discovery and distribution; 
• security; 
• resources availability and errors/fails management; 
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• location identification; 
• group support. 
P2P systems present a set of unique security criteria because the P2P systems, traditionally, respond easier to 
some trust issues than Grid ones based on servers. The trust aspects which must, consequently, be taken in 
consideration are: 
• Trust in identity 
• Trust in resources 
• Trust in data 
In a server based environment, there is the presumption of trust in the administrator’s actions and the 
presumption of trust between administrative domains, and also in some powerful trust identities of username/host – 
the host machine certificate is valid and certain, the users that have been validated before the emission of user 
certificates, and the functions of the software system is publicized. 
 
Conclusions 
 
The specific challenge of implementing a P2P system consists of the fact that none of these presumptions will 
stay valid in P2P environments. In the environments, alternative mechanisms are implemented and developed for 
security assurance, including systems based on “community trust” as an example the marking system with scores or 
notes of the user, replication systems and verification systems. 
The major differences in security level come from the different functions of the two system types and different 
purposes for which there are built (which in a certain way are opposite) and in consequence it becomes very difficult 
the reconciliation of the two environments: Grid systems based on servers are focalized, especially, on functions of 
the type of accounting and auditing system usage, while some P2P systems are focalized on anonymity assurance 
and user secrecy. 
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